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V/v 10 16 hong bao mat mirc cao va
nghiém trong trong cac’ san pham
Microsoft

Kinh gtri:
- Vu, Cuc, Téng cuc, Van phong B9, Thanh tra BJ;
- Céc don vj truc thude B Y té;
- Céc S6 Y te.

Cuc Cong nghé théng tin nhan duge Cong van sd 1115/CATTT-NCSC ngay
13/8/2021 cua Cyc An toan théng tin vé viéc 10 16 hong bao mat mic cao va
nghiém trong trong cac san pham Microsoft.

Nham dam bao an toan thong tin cho hé thdng thong tin, Cuc Cong nghé
thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung h¢ diéu hanh
Windows c6 kha nang bi anh hudéng. Thyc hién cap nhat ban va bao mat cho cac

may bi anh hudng theo huong dan ctia Microsoft (chi tiét tham khao tai phu luc
kem theo).

2. Tang cudng gidm sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cac co quan chiic ning va céac to chiic 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

Trong truong hop can thiét, Quy Don vi lién h¢ Trung tam Dir ligu y té, Cuc
Cong nghé thong tin, B Y té (ThS. Hoang bang Tri, di¢n thoai: 0987772483;
Email: trihd.cntt@moh.gov.vn) dé duoc hd tro.

Tran trong./.
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- Luu: VT, CNTT.




CUC CONG NGHE THONG TIN

BO Y TE

CONG HOA XA HQI CHU NGHIA VIET NAM

(Kém theo Cong vdin sé

Poc lap — Tw do — Hanh phiic

THONG TIN LO HONG BAO MAT

ICNTT-YTBPT ngay

18/2021

cua Cuc Cong nghé thong tin )

1. Théong tin 16 hong bao mat

TT

CVE

Mo ta

Ghi chu

CVE-2021-36947

- L6 hong ton tai trong
Windows Print Spooler, cho
phép dbi twong tdn cong
thue thi ma tir xa.

- biém CVSS: 8.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va Windows
Server 2008/2012/20109.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36947

CVE-2021-36936

- LO hong ton tai trong
Windows Print Spooler, cho
phép d6i tuong tin cong
thuce thi ma tir xa.

- biém CVSS: 8.8 (Cao)

- Anh huong: Windows
7/8.1/10 va  Windows
Server 2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36936

CVE-2021-34483

- LO hong ton tai trong
Windows Print Spooler, cho
phép dbi twong tin cong
nang cao dic quyén.

- Piém CVSS: 7.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va  Windows
Server 2008/2012/2016.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-34483

CVE-2021-26424

- L6 hong ton tai lién quan
dén giao thac TCP/IP cua
Windows, cho phép dbi
tugng tin cong thyuc thi ma
tur xa.

- Piém CVSS: 9.9 (Nghiém
trong)

- Anh huéng: Windows 7
dén 10 va Windows Server

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-26424




2008 dén 2019.

CVE-2021-34535

- LO hong ton tai trong
Remote Desktop Client, cho
phép ddi tuong tin cong
thuc thi ma tir xa.

- biém CVSS: 8.8 (Cao)

- Anh huwong: Windows
7/8.1/10 va  Windows
Server 2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-34535

CVE-2021-36948

- LO hong ton tai trong
Windows Update Medic
Service (WaasMedic), cho
phép dbi twong tin cong
nang cao dic quyén.

- biém CVSS: 7.8 (Cao)

- Anh huong: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36948

CVE-2021-36942

- LO hong ton tai trong
Windows Local Security
Authority (LSA), cho phép
d6i tuong tan coéng thuc
hién tin cong gia mao.

- biém CVSS: 7.5 (Cao)

- Anh huong: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36942

CVE-2021-36941

- L6 hong ton tai trong
Microsoft Word, cho phép
d6i tuong tan cong thuc thi
ma tur xa.

- biém CVSS: 7.8 (Cao)

- Anh hudng: Microsoft
365, Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-36941

CVE-2021-34478

- L& hong ton tai trong
Microsoft Office, cho phép
d6i tuong tan cong thuc thi
ma tur xa.

- biém CVSS: 7.8 (Cao)

- Anh huong: Microsoft
365, Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34478

CVE-2021-34524

- LO hong ton tai trong
Microsoft Dynamics 365
(on-premises), cho phép ddi
tuong tan cong thuc thi ma
tur xa.

- Piém CVSS: 8.1 (Cao)

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-34524




- Anh huoéng: Microsoft
Dynamics 365 (on-
premises) version 9.0 va 9.1

CVE-2021-26426

- LO hong ton tai trong
Windows  User  Profile
Service cho phép d6i tuong
tin cong ning cao dic
quyén.

- biém CVSS: 7.8 (Cao)

- Anh huwong: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/ CVE-
2021-26426

10

CVE-2021-34484

- L6 hong ton tai trong
Windows User  Profile
Service cho phép d6i tuong
tin cong nang cao dic
quyén.

- Piém CVSS: 7.8 (Cao)

- Anh huwong: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34484

2. Hwéng din khic phuc

Trong truong hop chua thé cap nhat ban va kip thoi, Quy don vi thuc hié€n cac bién
phap khic phuc theo hudng din ciia hing, dé giam thiéu nguy co tdn cong (tham

Bién phéap tot nhat dé khac phuc 16 hong bao mat nay 1a cap nhat ban va.

khao tai nguon link dugc théng ké ¢ bang trén)

3. Nguon tham khao

- Ban va thang 8 cia Microsoft:

https://msrc.microsoft.com/update-guide/en-us

https://msrc.microsoft.com/update-guide/releaseNote/2021-Aug
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