~ UBND TINH KON TUM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap — Tu do — Hanh phic

S6:1234 /ISTTTT-BCVT&CNTT Kon Tum, ngay /6 thang 7 nam 202/

VIV 16 hong méi trong SolarWinds
Serv-U Manager File Transfer va
Serv-U Secure FTP

Kinh gtri:
- Céc s0, ban, nganh thudc tin,h;
- UBND céc huyén, thanh pho.

_ Can clr Van ban s6 913/CATTT-NCSC ngay 14 thang 7 nam 2021 vé viéc
10 hong méi trong SolarWinds Serv-U Manager File Transfer va Serv-U Secure
FTP.

Ngay 12/7/2021, SolarWinds di cong bd vé 16 hong bao mat (CVE-2021-
35211) trong Serv-U Manager File Transfer va Serv-U Secure FTP, anh hudng dén
phién ban Serv-U v15.2.3 HF1 (phat hanh ngay 05/5/2021) va tit ca cac phién ban
trude d6. Poi tuong tin cong cd thé khai thac 16 hong bao mat nay thong qua giao
thire SSH, tir d6 thuc thi ma tir xa voi didc quyén cao hon trén may chu muc tiéu.

Nhim dam bao an toan cho c&c hé thong thong tin, S& Thong tin va Truyén
théng dé nghi cac don vi c6 str dung phan mém néu trén:

- Kiém tra, ra soat may cha c6 cai dit SolarWinds Serv-U Manager File
Transfer va Serv-U Secure FTP dé phat hién va xir Iy kip thoi cac may chu c6 kha
nang bi doi tuong tan cong khai thac thong qua 16 hong trén. Nang cép phién ban
tuong ung theo phat hanh cua hang. Trong trudong hop chua thé nang cap c6 thé ap
dung bién phap khic phuc dé giam thleu nguy co bi tdn coéng (tham khao hudng
dan kém theo tai Phuy luc ctia Van ban s6 913/CATTT-NCSC).

- Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang./..”~
Noi nhin: _ GIAM POC

- Nhu trén;
-Luu: VT, BCVT&CNTT.
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