~ UBND TINH KON TUM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap — Tu do — Hanh phic

S6:1314 /STTTT-BCVT&CNTT Kon Tum, ngay 29 thang 7 ndm 2027

VIV canh bao 06 15 hong bao mat méi
anh huong cao va nghiém trong trong
Oracle WebLogic Server

Kinh gui:
- Céc s¢, ban, nganh truc thuQc tinh;
- UBND céc huyén, thanh pho.

S¢ Thong tin va Truyén théng nhan dugc Vin ban sé 993/CATTT-NCSC
ngay 23 thang 7 nim 2021 ctia Cuc An toan thong tin - Bo Thong tin va Truyén
thong vé viéc 06 16 hong bao mat mdi anh hudng cao va nghiém trong trong Oracle
WebLogic Server.

Ngay 20/7/2021, Oracle dd cong bd 342 ban va trong ban phat hanh cac ban
vé quan trong thang 7/2021 cho cac diém yéu, 16 hong trén san pham ctia minh, dic
biét trong d6 c6 nhiéu 16 hong bao mat c6 muc anh hudng nghiém trong. No6i bat 1a
06 16 hong bao mat (CVE-2021-2394, CVE-2021-2397, CVE-2021-2382, CVE-
2021-2378, CVE-2021-2376, CVE-2021-2403) trong san pham Oracle
WebLogic Server. Trong d6 03 16 hong bao mat (CVE-2021-2394, CVE-2021-
2397, CVE-2021-2382) c¢6 mitc anh hudng nghiém trong, cho phép dbi tuong tan
cong thyuc thi ma tir xa ma khong can xac thuc.

S& Thong tin va Truyén thong dé nghi cac co quan, don vi sit dung san pham
phan mém Oracle WebLogic Server (néu c6) tién hanh cap nhat ban vé 16 hong bao
mat cho cac may chu bi &nh hudng (chi tiét tham khao huéng dan tai Phu luc Vin
ban s6 993/CATTT-NCSC ngay 23 thang 7 nim 2021 cta Cuc An toan thong tin -
Bo Thong tin va Truyén thong, giri kém theo Vin ban nay). Pong thoi bao cao két
qua ra soat vé So Thong tin va Truyén thong trude ngdy 9/8/2021.

Trén trong./.
Noi nhin: GIAM POC

- Nhu trén;
- Luu: VT, BCVT&CNTT.
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